

IT and Data Protection (GDPR) Policy

Elite Training Services (London) Limited (ets)

1. Purpose	
This policy outlines the IT security and data protection measures required to ensure compliance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and Cyber Essentials standards. It applies to all employees, contractors, and third parties handling company IT assets or personal data.

2. Scope
This policy applies to:
• All IT equipment and systems, including company-issued and personal devices used for work.
• The handling, processing, storage, and sharing of personal and sensitive data.
• Remote access to company systems.

3. Responsibilities
Employer Responsibilities:
• Ensure compliance with data protection laws and Cyber Essentials.
• Provide secure IT infrastructure and regular security updates.
• Train employees on IT security and data protection.
• Respond to data breaches promptly and appropriately.
Employee Responsibilities:
• Follow this policy and the IT Equipment Loan Agreement.
• Protect IT assets and data from unauthorized access.
• Use IT systems and data strictly for work purposes.
• Report data breaches, security incidents, or loss of devices immediately.



4. IT Security Measures
4.1 Device Security
• Company laptops are asset-tagged and assigned to individual employees.
• Personal devices used for work must have up-to-date security software.
• Lost or stolen devices must be reported immediately.
• Work data must not be stored on personal devices unless explicitly authorized.

4.2 Access Control
• Unique, strong passwords must be used for all work-related accounts.
• Multi-factor authentication (MFA) is mandatory where possible.
• Employees must log out of systems when not in use.
• Access to sensitive data is granted on a need-to-know basis.

4.3 Software & Updates
• Only ETS-approved software and applications may be installed on company devices.
• Operating systems and applications must be kept updated.
• Unauthorized software installations are prohibited.

4.4 Email & Internet Use
• Work emails must not be used for personal activities.
• Employees must be cautious of phishing emails and report suspicious activity.
• Internet browsing on company devices must comply with ETS policies—accessing illegal or inappropriate content is strictly forbidden.

5. Data Protection & GDPR Compliance
5.1 Data Protection Principles
ETS follows GDPR principles to ensure all personal data is:
1. Processed lawfully, fairly, and transparently.
2. Collected for specified, legitimate purposes.
3. Adequate, relevant, and limited to necessity.
4. Accurate and kept up to date.
5. Retained only as long as necessary.
6. Processed securely to prevent unauthorised access or loss.

5.2 Personal Data We Collect
We may collect and process the following personal data:
• Contact details (name, address, email, phone number).
• Date of birth, gender, emergency contacts, and National Insurance number.
• Employment records (CV, work history, training records).
• Special category data (health conditions, ethnicity) with additional safeguards.

5.3 How Data is Collected
Data is collected through:
• Application forms, emails, phone calls, and other work-related interactions.
• Third-party sources such as previous employers or background check agencies.

5.4 Lawful Basis for Processing
ETS processes personal data only where lawful, including:
• To fulfil contractual obligations.
• To comply with legal requirements.
• For legitimate business interests, provided they do not override individual rights.

Sensitive data is processed only where legally justified, such as:
• For legal claims or obligations.
• For equal opportunities monitoring.
• With explicit consent.

5.5 Data Sharing
We may share data with trusted third parties (e.g., government agencies, funding bodies) where necessary, ensuring GDPR compliance. Any transfers outside the UK/EU will be safeguarded under appropriate legal mechanisms.

5.6 Data Security & Retention
• Personal data is stored securely with restricted access.
• Data is retained only as long as necessary and securely deleted or anonymized afterward.
• Employees must not store personal data on unsecured devices or personal cloud storage.

5.7 Individual Rights Under GDPR
Individuals have the right to:
• Access, rectify, or erase their personal data.
• Restrict or object to data processing.
• Data portability (transfer to another provider).
• Withdraw consent for processing, where applicable.

To exercise these rights, individuals should contact the ETS Data Protection Officer.

5.8 Data Breach Reporting
Employees must report any data breaches immediately. ETS will assess, document, and report breaches to the ICO (if required) within 72 hours.

6. Remote Working Security
• Employees working remotely must use secure Wi-Fi connections.
• Work must not be conducted on public or unsecured networks.
• Employees must lock their devices when unattended.

7. Incident Reporting & Response
• Any security incidents, data breaches, or suspected cyber threats must be reported immediately to the IT team or Data Protection Officer.
• ETS will take immediate steps to investigate, mitigate risks, and notify relevant authorities if required.

8. Disciplinary Action
Failure to comply with this policy may result in disciplinary action, up to and including termination of employment. Serious breaches may also result in legal action.

9. Review & Updates
This policy will be reviewed annually or as needed to ensure compliance with Cyber Essentials and UK GDPR.
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